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SESSION DESCRIPTION:
The 5G/B5G and 6G networks have the potential to transform wireless communications by providing ultra-high speed connections, sub millisecond latency, massive device densification, and AI-native intelligence across the network architecture. While these features enable transformative applications ranging from autonomous systems and holographic communications to ubiquitous IoT and edge computing, they also increase the attack surface, raising new challenges in security, privacy, and trust. This workshop brings together researchers, practitioners, and industry leaders to present cutting-edge solutions, new frameworks, and reliable techniques for protecting next-generation communication systems from increasing threats and vulnerabilities.
RECOMMENDED TOPICS:
We welcome original research contributions and high-quality technical publications on topics ranging from, but not limited to:
· Secure B5G/6G network architectures
· Lightweight cryptography and key management
· End-to-end security for ultra-low latency communications
· Post-quantum and quantum-safe security mechanisms
· Privacy-enhancing technologies for AI-driven networks
· Federated learning and differential privacy
· Secure data sharing and anonymization in 6G networks
· Privacy in location-based and context-aware services
· Trust management frameworks for B5G/6G systems
· Blockchain and distributed ledger technologies for secure authentication
· Decentralized identity and access management
· Reputation and trust evaluation for IoT and edge devices
· Cyber threat modeling and risk assessment in next-gen networks
· Attack detection, mitigation, and resilience strategies
· Zero-trust security models
· Security of control-plane and user-plane infrastructures
· AI-driven intrusion detection and prevention
· Adversarial machine learning in 6G environments
· Explainable and trustworthy AI for secure communication
· Automated threat intelligence and anomaly detection
· Security in integrated sensing and communication (ISAC)
· Secure cloud-edge-IoT convergence
· Cybersecurity in vehicle and UAV networks
· Energy-efficient security solutions
· Secure semantic and holographic communications
· Standardization and policy frameworks for B5G/6G security
· Cross-border data governance and compliance
· Ethical and societal implications of AI-driven networks
· Lightweight Blockchain Technology 


